UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN DINH LAP Poc 1ap - Tw do - Hanh phuc

S6: 977/UBND-VHTT BPinh Lap, ngay 20 thang 5 nam 2024
VIV canh bao 15 héng bao mat
anh husng cao va nghiém trong
trong cac san pham Microsoft
cong bo thang 5/2024.

Kinh gui
- Cac co quan, don vi su nghiép truc thugoc UBND huyén;
- Uy ban MTTQ va céc t6 chuc chinh tri - x4 hoi huyén;
- Céc doanh nghiép Vién thong, Ngan hang trén dia ban;
- UBND céc x4, thj tran;

Can clir Cong van sb 1117/STTTT-TTCNS ngay 17/5/2024 cua S Thong
tin va Truyén thdng veé viéc canh bao 16 hong bao mat anh huong cao va nghiém
trong trong cac san pham Microsoft céng bé thang 5/2024;

Tai Cong vin sb 884/CATTT-NCSC ngay 16/5/2024 cua Cuc An toan
thong tin vé viéc 16 hong bao mat anh hudng cao va nghiém trong trong cac san
pham Microsoft cong bé thang 5/2024. Theo d6, ngay 14/5/2024, Microsoft da
phat hanh danh sach ban va véi 59 16 hong an toan théng tin trong cac san pham
ctia minh. Ban phat hanh thang nay dic biét dang chi y vao cac 15 hong an toan
thdng tin cé mac anh hudng cao va nghiém trong sau:

- L5 hong an toan thong tin CVE-2024-30040 trong Windows MSHTML
Platform cho phép d6i tuong tan cong vuot qua co ché bao vé. LS héng hién
dang bi khai thac trong thyc té.

- L4 héng an toan thong tin CVE-2024-30044 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc thi ma tur xa.

- 03 16 hong an toan thdng tin CVE-2024-30051, CVE-2024-30032, CVE-
2024-30035 trong Windows DWM Core Library cho phép doi tugng tan cong
thuc hién tan cong leo thang dac quyén. Lo hong hién dang bi khai thac trong
thuc te.

- ITS hong an toan thong tin CVE-2024-30042 trong Microsoft Excel cho
phép doi tuong tan cong thuc thi mé tir xa.

- L& héng an toan thong tin CVE-2024-30033 trong Windows Search
Service cho phép doi tugng tan cong thuc hién tan cong leo thang dac quyen.

- L4 hong an toan thong tin CVE-2024-30043 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc hién tan cong XXE.

Nham dam bao an toan thdng tin cho hé théng théng tin cua cac co quan,

don vi va gop phan bao d¢am an toan cho khong gian mang Viét Nam, UBND
huyén dé nghi cac co quan, don vi thuc hién mot sb ndi dung sau:
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1. Kiém tra, ra soat, xac dinh may str dung hé diéu hanh Windows c6 kha
nang bi anh hudng; thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cdng (hwdng dan chi tiét tham khdo tai phu luc dinh keém trén hé théng Vin
phong dién tur loffice).

2. Tang cuong giam sat va sin sang phuong an xtr ly khi phat hién c6 du
hiéu bi khai thac, tin cong mang, ddng thoi thuong xuyén theo doi kénh canh
bao cua cdc co quan chuc nang va cac t6 chic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cdng mang.

Trong qué trinh thyuc hién néu c6 khé khin, vuedng mic dé nghi lién hé voi
Trung tdm Codng nghé sé thuoc S¢ Thong tin va Truyén thong, sé dién thoai
02053.818.657 hoic trén dia ban huyén lién hé Bdng chi: Bé Tién Van, chuyén
vién Vin phong HDND va UBND, s6 dién thoai: 0911.110.404 dé duoc hd tro./.

~ UBND huyén Dinh Lap tran trong dé nghi cac co quan, don vi phdi hop
trién khai thyuc hién./.

Not nhgn: KT.CHU TICH

- Nhu trén ; = ?

- S& Thong tin va Truyén thong ; % O CHU TICH
- Thuong truc Huyén ay (b/c); YA

- Thuong truc HDND huyén (b/c); /i
- Chu tich, cac PCT UBND huyén; il o
- Trang Thong tin dién tir huyén; \
- Luu: VT. \

o Thi Hién
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